
Instead of logging on using username and password, the client will present its digital cert to the web server to authenticate them-
selves as the authorized users to the server.  Once authentication is done, the user will be able to lock into their account through 
the online portal to access their account info.
After successfully logging into the portal, the private key also allows user to digitally sign a document. In cases when the pass-
phrase is entered wrongly, and after the number of tries (which is set by the organization), the account will be freezed and user 
will no longer able to login to the system until their secure thumb drive is restored by the administrator. 
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Digital cert with its private key can also be stored in a contactless 
smartcard which is NFC enabled.  This allow users to use the 
smartcard for ecommerce payment transactions with strong 
authentication of the user. To make a purchase, the smartcards 
will need to be preloaded with cash credit which users can top up 
cash credit obtain from their bank account after authenticating 
themselves with their digital identity in the smartcards. 

When users wants to make a purchase or payment online, he can use the smartcard at a mobile point-of-sales (POS) device 
which are connected to banks’ payment gateways.  The device will request the smartcard to present the client digital cert of the 
user for authentication before users are able to connect to payment gateways for payment deduction.  

Strong Authentication using Digital Cert Identity for 
online application and Point-of-Sales Payment

Strong Client Authentication using digital cert is one of the 
strongest authentication solution over the internet.  However, 
this authentication method is not as popular due to manual 
processes involved in installing digital certs.  
Sixscape Communications, an infosecurity application vendor, 
has created a new technology called Identity Registration 
Protocol (IRP) which make using digital cert simple by remov-
ing the manual driven processes involved in using digital cert. 
IRP automates certificate management and simplify installa-
tion and renewal of digital certs.  Using this new internet proto-
col, Sixscape Communications provides an easy-to-use secu-
rity platform called IDCentral which empowers organizations 
to create and use digital certs as an unique digital identity for 
every users and devices.
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When user tries to login to the online portal, the web site will 
request for a passphrase.  This passphrase is not the usual user-
name/password which is transmitted to the internet to match 
with the password server, but a local passphrase to unlock the 
private key in the USB thumb drive.

This authentication example uses IDCentral as the security 
platform to issue digital certs as digital identity to users.  These 
certs and its private keys can be stored in a secure USB thumb 
drive which is FIPS 140-2 certified.  This means that the private 
key can never be removed from the secure thumb drive and 
make it a secure container to keep the private key of each 
individual for strong client authentication and digital signing.  

The digital identities in the form of digital cert and its private key is created at the IDCentral server locally before they are dispatched to 
the users.
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